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Abstract. 10T Systems are highly complicated, multi-layered and continuously
interconnected computer systems which drive productivity and cost savings in
different areas e.g., manufacturing, farming or services. Security is seen as one
of the main concerns of the internet of things. As there are so many different
perspectives on security in general 10T research, we want to specialize and nar-
row that topic to the field of smart warehouses, a subcategory of logistics. Thus,
we are conducting a structured literature review on the state of research about
loT security in smart warehouses and deduce common requirements and issues.
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1 Introduction

Connected and sensing devices embedded on the Internet of Things (1oT) have become
one of the main drivers of efficiency in modern logistics. It creates new possibilities in
different domains like traceability, product returns or smart supply chain management
[1]. Even for smart cities logistic challenges are of major concern, for example when it
comes to efficiently guiding cars and using parking lots [2] or reducing the co2 emission
of public transportation [3] and time critical distribution of perishable consumables.
Warehouses are a crucial part of the supply chains, and their smartness determines how
efficient they can be operated in terms of throughput and cost savings [4]. Smart ware-
houses are heavily driven by 10T systems which act as a catalyst for challenges like
automation, traceability, efficient order picking, smart space allocation or accurate lo-
calization of goods [5], [6].

Since security has been identified as a major concern for the Internet of Things as early
as its’ inception [7] a lot of research has been conducted to identify challenges and
possible solutions [8]. 10T is a humongous subject characterized by fast paced innova-
tions from information technology and deeply related to different research disciplines
like data science or electronical engineering [9]. Thus, 10T can be described as a melting
pot of information technology. This makes it challenging to identify the security rele-
vant components of a concrete type of IoT System and to deduct clear instructions, on
what problems have to be addressed and which approaches have already been proposed
by research, during system engineering [10].



While Zhou et al. [11] state that most studies on 10T security lack applicability Fu et al.
[12] showed that valuable insights can be revealed by focusing on a certain environment
in which loT systems are deployed. In this paper we follow this approach and contribute
a specialized view on the concrete needs of loT security in smart warehouses. So, we
conduct a literature review on different applications of 10T in smart warehouses and
analyze their technological implementation and structure according to the three-layered
architecture model. Based on this narrowed view we reevaluate the findings in the cur-
rent scope of general security which has been surveyed in [13], [14]. So, we bridge the
gap between generalized research and solutions in 10T security to the concrete require-
ments for smart warehouses in the logistics domain.

2 Related work

The research attention of 10T Security and 10T in general is strongly correlated. The
research on 0T Security started early [15], [16] with the inception of the internet of
things and is dated back more than 15 years ago. Different perspectives on loT Security
challenges were discussed and researched ranging from technical analysis of prevalent
vulnerabilities and attacks [17], [18] to more higher-level evaluation of process oriented
and architectural implications [19], [20], [21].

Over the years different surveys and reviews summarized the state-of-the-art research
and reached a holistic overview about attacks and threats in the 10T [22], [23], [24]. All
of the former cited sources explain security mechanisms, attacks, vulnerabilities with a
generic 10T system as reference. This system is based off the three- or four-layer loT
architecture reference model which aims to fit and describe all possible instances of loT
platforms and is widely adopted in literature [25], [26]. This not only reveals the hu-
mongous nature and diversity of 10T systems but also opposes the question whether
concrete insights can be fully deduced by researching abstract architectural layers with-
out knowing the exact system configurations and interactions. On the other hand [27]
and [22] surveyed the special security requirements and implications for 10T systems
in healthcare. Also, the subcategory of smart home loT systems has been researched
[28] where Lin and Bergmann pointed out that secure auto configuration and light-
weight encryption algorithms are crucial to smart home environments [29].

The adoption and different use cases of 10T in logistics are described extensively in
[30], [31] and [32] also the adaption in smart warehouses has been surveyed in [4], [33]
and [34]. Where all former mentioned authors agree that 10T plays a major role in im-
proving cost and productivity, Ding et al. point out that security concerns prevent the
wider deployment in logistics [31]. Abbas et al. analyzed the security requirements of
smart containers and proposed a framework to securely develop 10T applications in the
context of smart logistics [35] which provides a rather abstract process recommendation
that spares technological. To the best knowledge of the authors there has been no fur-
ther, generalized research on IoT security in smart logistics or smart warehousing.



3 Setting the stage

In this section we introduce definitions necessary to comprehend the different domains
of 10T and loT security and smart warehousing as well which are touched by our re-
search.

3.1 10T Layered Architecture or 1oT Layer Model

The 10T layered architecture consists of three main levels: Perception Layer, Network
Layer, and Application Layer.

e Perception Layer: This physical layer captures data using sensors and em-
bedded systems, recognizing geographical factors and intelligent objects in the
environment.

e Network Layer: Responsible for distributing and storing data, connecting in-
telligent objects, and facilitating data transport through local and remote trans-
mission.

e Application Layer: Interacts with users, offering software resources and de-
fining various 10T applications like Smart Homes, Cloud Computing, and
more.

The l0T layered architecture provides a structured framework for organizing IoT com-
ponents and functions. [36]

3.2 Internet of Things (10T)

The loT propels today's digital transformation by combining technologies, protocols,
and devices like wireless sensors and innovative wearables. Its impact is particularly
notable in healthcare. Embracing various hardware, communication protocols, and ser-
vices, the 10T offers benefits while also carrying security risks.

Essentially, the 10T is a global network of interconnected objects with unique addresses.
It employs sensors, communication protocols, computational power, and data analysis
services. From doorbells and sensors to light bulbs and Smart Home devices, the scope
of 10T objects is wide-ranging. [37]

3.3  Warehouse

The term "warehouse" refers to a facility where various activities like receiving, stor-
age, monitoring, and distribution of goods take place. The warehouse plays a crucial
role in ensuring sales and customer satisfaction. The integration of Internet of Things
(10T) technologies in warehouses enables intelligent identification, tracking, and con-
trol using tools like RFID, GPS, and sensors. 10T assists in managing administrative
tasks, optimizing operations, and enhancing financial performance and customer satis-
faction. [38]



4 Methodology

In this paper, a systematic literature review (SLR) is conducted, to identify the current
state of the art of security in loT-implementing logistical-warehouses. Following [39]
and [40] the steps designing the review (in section 4.1) including data abstraction, con-
ducting the review (in section 4.2) are carried out in this section.

4.1  Review — Design

The aim of the paper is to contribute the specialized view on the concrete and current
needs of 10T security in smart warehouses. Therefore, the authors strive to particularly
identify the security topics that present loT-Warehouses are confronted with. To effec-
tively illustrate the findings, the relevant points are categorized based on their 10T layer
and shared characteristics, which are then subjected to in-depth security analysis. The
identified and categorized technical devices and applications are appraised concerning
overarching loT security concerns. The evaluation results will serve to delineate addi-
tional research avenues and to heighten awareness of cybersecurity within 10T ware-
houses.

The identification of the mentioned current 10T security topics in warehouses is rooted
in a literature review. For high-quality review-results it is important to identify the lit-
erature based on the topic [41]. Therefore, the following steps are executed to select the
appropriate literature:

1. Search Terms
2. Selection Criteria
3. Inclusion and exclusion criteria

41.1 Search terms

This section outlines the article selection process within the context of this paper's
scope. As the research focuses on the Security of loT-Warehouses the search items
“loT”, “warehouse” and “security” are defined.

The chosen academic database for the literature review is Scopus. As [42] considered
Scopus is the most complete academic database, with appropriate search tools. The
Scopus database even encompasses most of the literature available in “WoS”, “ACM”
and “IEEE”. Therefore, it is posited that the abundant academic literature available in
Scopus serves as the solid foundation for a high-quality systematic literature review
[41]. After testing multiple combinations of keywords, the search was first narrowed
down to English documents containing the keywords “IoT” and “warehouse” in the
Article Title, Abstract or Keywords. The query syntax in Scopus was as followed:

( TITLE-ABS-KEY (iot AND warehouse AND security) AND LANGUAGE ( english ) )
108 Documents met these search criteria. Fig. 1 illustrates the distribution of the 108
documents by publication year. It clearly illustrates that the number of published doc-
uments per year related to the searched words increased significantly from 2017 to



2023. In the years 2021 and 2022, the number of publications was slightly lower than

in previous years before experiencing a sharp increase again in 2023.
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Fig. 1. Annually distributed documents with the key words ‘iot', 'warehouse' and 'security" since
2012 [scopus analyze tool]

41.2 Selection criteria

As the aim is to identify the current security topics the publication year is now limited
to the recent years from 2019 to 2023. Furthermore, the Publication Status was nar-
rowed down to “final” and the document type must be an article or a conference paper.
This leads to 66 Documents.

41.3 Inclusion and exclusion of criteria

Upon closer examination of the titles of the resulting documents, it becomes evident
that the focus of many of documents extends beyond warehousing to encompass
broader logistical subjects, such as the entire supply chain or smart cities. To ensure
that the focus of the review is on warehouses the search area is being changed. The
defined Topics 10T, warehouse and security must now be part of the Document title.
This restriction leads to zero results. Considering the research question, the aim is to
elaborate security topics in existing loT warehouse based on current literature. This null
set reveals that this specific type of investigation has not yet been conducted, highlight-
ing the need for further research. Consequently, the existing literature on 10T and ware-
housing will be examined in terms of the techniques and levels employed. Based on
these findings, the respective security aspects can then be developed.

For that reason, the next step determines the search topic “security”. This leads to the
following final search query syntax in Scopus:

( TITLE (iot AND warehouse) AND LANGUAGE (english) ) AND PUBYEAR
> 2018 AND PUBYEAR < 2024 AND ( LIMIT-TO ( PUBSTAGE , "final") ) AND (
LIMIT-TO ( DOCTYPE, "cp" ) OR LIMIT-TO ( DOCTYPE , "ar"))



It is intended that there are no further search enhancements such as subject area or
country. Individual features and requests of warehousing depend highly on the goods
which are stored inside of them. Those goods are part of very different industries and
countries. Hence, implementing such a restriction would diminish the comprehensive-
ness of the results. 45 documents meet the defined research criteria.

4.2 Conducting the review

To gain an initial insight into the content of the chosen documents, a Co-Occurrence
analysis of Index Keywords using VOS-Viewer software was performed. The result is
the net-like-Keyword-arrangement shown in Fig. 2:
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Fig. 2. Visualization of the keywords of the selected documents

Fig. 2 displays the keywords relative to their frequency, within the documents. The
frequency of occurrence is represented by the size of the keywords. The connections
between these keywords are represented by the curved lines and the coloring. Con-
sistent coloring indicates frequent links between the keywords. These groups with the
'same color' indicate thematic clusters.

As a result of the defined search terms in section 4.1.3, Fig. 2 illustrates the primary
keywords 'iot' and ‘warehouses' (large green dots in the center) as most frequently oc-
curring and interconnected. Table 1. shows the most frequent keywords adjusted for
those two search terms.

keyword occurrences total link strength
warehouse management systems | 11 62
rfid technology 7 34
digital storage 6 47
grain (agricultural product) 5 42




monitoring system 5 38
information management 5 30
food storage 4 38
humidity control 4 30
supply chains 4 22
machine learning 4 19

Table 1. Most frequently occurring keywords in the selected literature

In Table 1 the number in the column ‘occurrences’ represents the number of documents
in which the keyword is listed in. The column ‘total link strength’ indicates the number
of links of a keyword with another keyword [43]. Fig. 2 and Table 1 already provide
insight into which might be the most relevant topics in the selected literature, like ware-
house management systems, monitoring of storage und controlling actions.

Now it is necessary to examine the specific content and topics of the documents with a
screening. The text screening of the documents starts by evaluating the relevance of
each document according to the research question based on their title and abstract. After
this evaluation and document access verification, 29 documents have been classified as
relevant (cf. Table 2). The other documents didn’t mainly address the IoT-subject of a
logistical warehouse (12 documents) or the authors couldn’t get the full-text access to
the documents (4 documents). Next step is the full text screening of the relevant docu-
ments. For an overview of 10T deployment in warehouses, the following criteria ma-
turity level and techniques used on each 10T layer are elaborated for each document.
The assessment of maturity level is divided into three levels. Level I includes existing
hardware (e.g. sensors) that collects information which is sent to an 10T Platform. Level
Il includes the functions of Level | as well as an automatically managed reacting re-
sponse which is actuated by a device. Level 1l includes the functionalities of Level |
and Il but the complexity of the data handling, and network structure are high. To clar-
ify the difference between Level 1l and I11 we name examples for each level: Activating
a fan in a warehouse after a temperature rises above a defined level is Level Il. Level
111 is classified as literature that considers or enables more complex loT architectures,
like communication between several different locations and structures.

Each document is only assigned to the highest maturity level it meets. The result of this
maturity level assessment is listed in Table 2. It displays the assignment of each exam-
ined document of the SLR to a maturity level. It provides an initial overview of the
complexity of the 10T elements within the examined warehousing domain.

Maturity Level | Maturity Level 11 Maturity Level 111
collecting and transmit- | | +reacting to the received | Il + higher complexity
ting data data) (possible)

[44], [45], [46], [47], [48], | [57], [58] [59] [60], [61], | [71], [72]
[49], [50], [51], [52], [53], | [62], [63], [64], [69],
[54], [55], [56] [66], [67], [68], [69], [70]




Table 2. classification of selected literature by maturity level

5 Results

After the selection of literature and its first clear categorization according to its maturity
levels, the results of the detailed full text literature review are proceeded in this section.
This detailed examination is oriented towards the objective of presenting the current
state of 10T deployment in warehouses to subsequently identify specific security issues
later.

Consequently, the literature listed in Table 2 was further analyzed to determine the
specific techniques used on each respective 10T level. The results of the analysis are
displayed in Table 3. We systematically categorized the devices and techniques men-
tioned in the documents into their respective 10T layers: perception, network, and ap-
plication. The number behind each named technique indicates the number of documents
it is referred to this loT-Layer. Alongside listing the respective techniques of each layer
in the System Assets column, the Business Assets column details the purposes for
which the techniques are utilized.

The layer-categorization served as the basis for a subsequent thematic summarization
in each layer. Within the perception layer we classified and numbered the mentioned
hardware devices according to their distinct functions, encompassing sensing, position-
ing, visioning, and actuating. The network layer encompasses the three following types
of communication, Device2Device, Device2Cloud and Cloud2device. These terms de-
scribe which parties are communicating with each other. For example, in Device2De-
vice, communication occurs between the devices themselves. In Device2Cloud, the de-
vice shares information with the cloud, while in Cloud2Device, information flows from
the cloud toward the device. The used techniques do not specifically limit the way of
communication. Therefore, the techniques are listed generally and are not assigned to
one exact communication type. At the application layer we considered the techniques
used for data processing, user interface and Data storage. The result of this detailed full-
Text analysis is shown in Table 3:



Layer System Assets Business Assets
Sensing DHT-11 (8), DHT-22 (2), LM35 (1), Real time monitoring:
DS18B20 (1), LM235 Temperature, Humidity | cold storage system for
(1), Moisture sensor (2), MQ2 (3), MQ4 (1) humidity, weight, tem-
MQ135 (1), MIG-811 - Co2, MOX Gas sen- perature, pressure, light
sor (1), IR sensors XBee™ RF modules by intensity, proximity, in-
MaxStream (1), Fire Infrared Radiation sensi- frared IR, accelerometer,
tive sensor (2), ADIO-PIR Infrared sensors ultrasonic, touch, smoke,
(1), Sensing recognition, Machine Vision (1), gas, alcohol, level, mois-
Location, GPS — sensors (2), SW420 (1), KY- ture, PH, vibration,
002 (1), Vibration sensor (4), HS135 (1), HC- speed, distance, fire, gps,
SR501 (1) Motion Sensitivity sensor (2), color
Perception Sound sensor (1), TCS3200 RGB Color sen-
sor (1), Accelerometer ADXL345 (1), Speed,
Distance (1), Weight sensors (1), QR Code
(1), RFID, SKU identification sensors, RFID
®)
Movement sensor, Location sensor, RFID- | Range, Local, Gas, IR
Positioning Tags RFID-RC522 Reader (10) Measurements
PIR Sensor - detects infrared radiation (3), Ob- | Motion detection, video,
Visioning jective lens (1), Electronical optical system (1), | audio, infrared
QR Code (1), IP-camera, Supersonic.
Brushless DC Fan (2), Heat Bulb (1), Servo | Device commands
Actuating Motor (1), DC Motor (1), Robotized machines
(1), Ultrasonic rodent repellent (1), AGV Fork-
lift (1), Picking Robot (1), Stacking Robot (1),
Engine (1), Light Repellent device (2), Venti-
lator (1)
Device-to-de- Bluetooth (4), Wi-Fi (18), ZigBee (1), Connec- | Transmitted data
vice tion via USB cable (1), LoRa LPWAN Long
Device-to-cl Range — Low Power Wide Area NeMork 1),
Network Cleoug?t(t)?d(;\?ilég Esp 8266 (1), Blockchain _(2).
5G/4G/GSM/LTE (4), RFID (8), NFC (1),
LAN (1)
Data processing | Web application (7), Mobile application (8), | Application data, percep-
User interface Smart Warehouse Management System (1), | tion data, application pro-
Node-red dashboard (1), MQTT Broker (9), Rn | cess
Application Data Storage Monitor Web/App (1), Olap dashboard (1),
LoRa WAN (2), Blynk Cloud-Server (2), SQL | Perception and applica-
Lite Database (Data Warehouse) (2), OLAP | tion data
Server Cloud (1), ThingSpeak Platform (1),
Local Blockchain (1), Node MCU (1)

Table 3. Mapping between architectural layer, technology and business asset in smart ware-

house IoT systems

6 Discussion

During our research we reviewed different implementations and use cases of the inter-
net of things in context of the smart warehouse where we were not only able to identify
common use cases as shown in Table 3 but could also extract the architectural focus
and loT maturity level of those solutions. All examined systems leverage the perception
layer to sense and interact with their surroundings or other local components of the loT
appliance. RFID technology is used outstanding often in the perception layer to identify
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physical objects or to achieve accurate indoor positioning. Wireless network connec-
tions like Wi-Fi, Bluetooth, Zigbee or GSM are predominantly used to transfer data
between the perception layer and the application layer. MQTT is most often used to
authenticate devices and route their messages.

About half of the surveyed systems process data locally on the edge layer and forego a
dedicated cloud application layer. Nearly all systems are deployed to the user in the
form of modern web apps that are either restricted to local access in the warehouse area
or globally via the cloud the. There seems to be tendency for 10T systems in smart
warehouses to be applied more locally than smart home or industrial application, which
are characterized by global scaling and distribution and decentralized data processing
in the cloud. Unidirectional message and control flow from perception to application
layer is most common in the reviewed systems, where complex machine-to-machine
communication or cloud-to-device interactions or globally distributed systems are
rarely found in the smart warehouse (also cf. Table 2). From our review we deduce the
following three assumptions about 10T systems in smart warehouses:

1. The systems are mostly self-contained and have low interaction with third-party sys-
tems

2. Local wireless technologies like RFID, Wi-Fi or Bluetooth are key technologies

3. Messages are flowing mostly unidirectionally from device to application layer with-
out triggering complex workflows or reactions

The vision of smart supply chains, of which the smart warehouse is an integral part,
requires a high degree of communication between the different fulfillment parties and
their information systems [73] but the reviewed 0T systems seem to be unaffected from
this trend. The findings about the form and functionality of the 10T in the smart ware-
house help us to provide a focused view on possible security threats and challenges,
which we will discuss in the following. We found that one of the key drivers of 10T
vulnerabilities namely heterogeneity [74], [75] in the perception layer is not of concern,
since the systems are mostly closed and focused on a single purpose. Unlike smart home
systems where a wide range of different and arbitrary device types need to be supported
[76], we can focus on the security of a few well-known components in the warehouse.
Also, the mediocre complexity of the use cases potentially impacts the security in a
positive way as indicated by Chowdhury and Zulkernine [77]. Also, warehouses are
not public places and are subject to access restrictions, which reduces the likelihood of
an attacker gaining physical access to manipulate or replace a component of the system.
This also acts as a barrier for an attacker to leverage side channel, inference or hardware
attacks [75].

The comprehensive use of wireless technologies like RFID opens up a certain threat
potential as a wide range of attacks exist against it [78], [79] [80]. But countermeasures
can be taken since the field of RFID security has been thoroughly researched. Never-
theless, the possibility to rely on insecure defaults and still be vulnerable to threats ex-
ists and needs to be excluded by using appropriate countermeasures [81], [82]. The



trend of hosting the application layer of warehouse loT systems locally and not in the
cloud narrows the effective attack vectors to the local network but also transfers the
responsibility of securing the network environment to the warehouse operator. The ap-
plication layer is mainly deployed in the form of web applications, which means that
different attacks like SQL injections, cross site scripting or remote code execution [83]
can be possibly carried out and corresponding countermeasures have to be taken.

Our research shows that practitioners should focus on guarding against vulnerabilities
in the application layer and firmware of the components as well as the used wireless
technology while building 10T applications in the smart warehouse because the most
threat potential originates from there. As a second step detailed threat modelling should
be conducted to reveal further security challenges of the concrete application, which is
supported by the potential smaller size of warehouse appliances [84].

7 Conclusion

We contributed a specialized view on the current state of 10T in the context of smart
warehousing in the larger landscape of smart logistics and supply chains and gave an
overview about different use cases employed. We found that the use of 10T is in an
initial stage where systems are not tightly interconnected or integrated within different
information systems and the diversity of deployed components remains low. Our re-
search reveals that wireless network technology is heavily used and that a secure stand-
ard of RFID can greatly benefit the security of 10T systems in the warehouse.

The analysis of Index Keywords using VOS-Viewer software proved to be a valuable
tool in visually representing the frequency and interconnections of keywords within the
selected documents, facilitating a holistic understanding of the literature landscape.
This visualization effectively highlighted the centrality of 'iot' and ‘warehouses' as the
predominant keywords, emphasizing their significance in the context of 10T deploy-
ment in smart warehousing.

Furthermore, we deduced common security challenges that are likely to be found in
those systems. Also, by categorizing 10T architecture layers and discussing the assets
associated with each layer, the analysis offers a structured view of the technical com-
ponents involved. Itis evident that while 10T systems in smart warehouses are relatively
closed and focused on specific purposes, they still face security challenges, particularly
in areas such as wireless communication and the use of web applications.

Exceptions are inherent in the generalized perspective we provided. When designing or
securing an loT application in the smart warehouse our findings cannot replace an in-
depths analysis of the concrete system but can serve as a starting point. Also, our re-
search is limited by the literature constrained by the search parameters we set for the
review. The focus on research in the closer past excludes older literature that could have
impact on our findings. Also did we limited the research to academic contribution.
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Finally, our research serves as a foundation for understanding the current state of 10T
in smart warehousing. Also, future research should aim to track and analyze these de-
velopments to provide more nuanced and updated insights into the state of 10T in this
sector.
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